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Azure VM Update

- AMD EPYC CPU #&#mConfidential Virtual Machine (CVM) (Private Preview)
- Compute Fleet OVILFI)—>3>57704 (Public Preview)

- Compute Fleet ODEMHAR—-ADVM (Public Preview)

- (BEIMR) Windows Server 2025 (Generally Available)
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Azure VM Update - AMD EPYC CPU E#&dConfidential
Virtual Machine (CVM)
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Private Preview: DCa/ECa v6 series AMD based confidential virtual machines
= IN DEVELOPMENT

o =)
PRIVATE PREVIEW

November 2024
Virtual Machines Windows Virtual Machines

Microsoft is announcing the preview of the new DCa/ECa v6 series AMD based confidential virtual machines
(VMs) running on 4th generation AMD EPYC™ processors with Secure Encrypted Virtualization — Secure
Nested Paging (SEV-SNP) security features. These VMs benefit from hardware-based encryption ensuring
memory written by your VM can only be read or rewritten by your VM. You can migrate your workloads to
these VMs without making changes to your code.

These confidential VMs are designed to offer a hardware-based and attested trusted execution environment
(TEE) leveraging AMD SEV-SNP, which hardens guest protections to deny the hypervisor and other host
management code access to VM memory and state and can protect against operator access. Keys used for
VM memory encryption are generated by a dedicated secure processor inside of the CPU and cannot be read
from software.

These VMs consist of our new general purpose DCasvb-series and our new memory optimized ECasv6-series P r ate

VMs. They offer better performance and better price-performance than our previous generation AMD based
confidential VMSs, making them an attractive option for a wide range of workloads that involve the processing

Preview

of sensitive data such as Pll and PHI

Update page : DCa/ECa v6 >J—X AMD N—XADHEZE{RAEYS > (VM)
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Public Preview: Multi-region deployment in Azure Compute Fleet M IN PREVIEW
PREVIEW
Azure Compute Fleet November 2024

Azure Compute is announcing the gated preview launch of multi-region deployment in Azure Compute Fleet,
an innovative capability designed to bring unmatched flexibility and reliability on accessing

compute capacity for your cloud workloads. This new feature eliminates the constraints of regional
dependencies, letting your applications thrive wherever the demand takes them.

Multi-region Compute Fleet enables your workloads to run seamlessly across multiple regions, ensuring
scaling, enhanced fault tolerance, and optimized performance. Whether you're driving global-scale
applications or balancing unpredictable demand, Compute fleet delivers a new level of freedom and resilience
to automatically deploy and manage 1000s of VMs (across a mix of SKUs, Zones, Regions and pricing model)
with a single API call.

There will be a number of ways customer can use this capability, whether by running a stateless web service,
large batch jobs, a big data cluster and or continuous integration pipeline. Workloads such as financial risk
analysis, log processing or image rendering can benefit from the ability to run hundred thousand

of concurrent cores/instances.

You can now simply specify your required target capacity by specifying up to 3 regions of choice for Azure to
meet your capacity demands mixing both Standard and Spot VMs. Compute Fleet will deploy the request
capacitv across the reaions that best meets vour demand from a customized SKU list tailored to vour
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Update page : Azure Compute Fleet TOYILFYU—
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Public

Preview
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Azure VM Update - Compute Fleet DE¥N—ADVM
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Public Preview: Attribute Based VM selection in Azure Compute Fleet ME N PREVIEW
PREVIEW
Azure Compute Fleet November 2024

Attribute-based VM selection, is new feature in Azure Compute Fleet that enables you to configure your
instance requirements as a set of VM attributes (e.g., memory, vCPU, and storage), instead of explicitly chosen
VM sizes. This means users gets optimal combinations of VMs that fit specified attributes, regardless of VM
size, simplifying the process of VM size selection and management. This feature also allows you to seamlessly
utilize newer VM generations as they become available and gain access to a wider range of capacity through
Azure Spot Virtual Machines. The Compute Fleet service selects and launches VMs that match the specified
attributes, eliminating the need to manually choose VM sizes,

Attribute-based VM selection is ideal for scenarios such as stateless web services, large-scale batch
processing, big data clusters, or continuous integration pipelines. Workloads like financial risk modeling, log
processing, and image rendering can take advantage of the ability to run hundreds of thousands of
concurrent cores/instances. When leveraging Spot Virtual Machines, instead of specifying numerous VM sizes
and types individually, a simple attribute configuration can now encompass all relevant options, including new
ones as they are released.

Learn more in the blog and register for preview access by submitting the Compute Fleet - Preview features

Sign.up form
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Azure VM Update — Windows Server 2025 (&iE
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Generally Available: Windows Server 2025 A ’

November 2024

Windows Server 2025 is generally available. The latest Windows Server helps organizations optimize for the N R
future while delivering the security, performance, and flexibility they need today. Drive productivity with 4@ A E’\J 78: }I E *%% H E
seamless hybrid, multicloud and edge capabilities that adapt to business imperatives on-premises and in the

cloud. Get ahead of what's next with forward-looking threat protection, improved scalability and agility, and
GPU partitioning that can enable ML and Al workloads.

Improve performance while staying secure through features including: virtualization-based security (VBS)
enclaves and key protection; security baselines with drift protection; increased scalability for Active Directory,
and hotpatching to streamline security updates.* Get increased performance with GPU partitioning across
VMs, larger VMs with support 240 TB of RAM and 2048 virtual processors, and software-defined storage
enhancements including ReFS (Resilient File System) optimized deduplication.

*Hotpatching for on-premises and multicloud Windows Server VMs is in preview. It will require an Azure Arc G e n e ral I y

connection and subscription. Hotpatching in Windows Server Datacenter: Azure Edition continues to be free
of charge.

Available

Update page : Windows Server 2025
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Azure VMSS Update

-« A EEE XY (Public Preview)

- VMSS 7vJJL—RRUS— (Generally Available)

- VMSS MaxSurge 7vJJ L —R (Generally Available)

- VMSS O0-U>4979T5 L —ROARFLXNIYS (Public Preview)
- VMSS B8 0H5EREHIBR (Public Preview)

- VMSS YV—-14i5K (Generally Available)
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Public Preview: Spot Placement Score B E | IN PREVIEW

PREVIEW a
Azure Spot Virtual Machines November 2024

Today, we are announcing the public preview of Azure Spot Placement Score, a feature designed to help you
assess the likelihood of success for your Spot VM deployments. Given that Spot availability can fluctuate
based on SKU size, location, availability zones, or time of day, Spot Placement Score provides the ability to
evaluate the chance of deployment success by assigning a rating of High, Medium, or Low to a Spot VM size
before deployment. This feature provides increased clarity and control, enabling you to make more informed
decisions about which Spot VMs to deploy and where.

Using Spot Placement Score, you can achieve the following:

o A clear evaluation of how likely your Spot deployments is to succeed based on specified parameters.

o Identify the most suitable combination of regions and VM sizes to maximize Spot VM availability and
survivability based on placement scores.

o Improve the overall success rate of deploying Spot VMs by leveraging data-driven placement scores,
reducing the risk of capacity issues or failures during deployment.

Public

You can sign up for access in the and learn more in the blog and documentation.

Preview

Update page : Aiw MACE
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Generally Available: Upgrade Policies on Virtual Machine Scale Sets with
Flexibl h i

GENERAL AVAILABILITY [ |
November 2024
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Generally
Available

Update page : ZEHRA—T AL —>3>Z@AIcVMSS O7vI T L — RS —
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Generally Available: MaxSurge on Virtual Machine Scale Sets MW N LAUNCHED
PREVIEW a
Virtual Machine Scale Sets November 2024

Rolling upgrades with MaxSurge for Virtual Machine Scale Sets is now generally available.

Rolling upgrades with MaxSurge can help improve service uptime during upgrade events. With MaxSurge
enabled, new instances are created in batches using the latest scale model. When the new instances are fully
created and healthy, they begin taking traffic. The scale set then deletes instances in batches matching the old

scale set model. The process continues until all instances are brought up-to-date.

Learn more.
Generally
Available

Update page : VMSS dOMaxSurge
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Public Preview: Custom metrics for rolling upgrades on Virtual Machine Scale
HE IN PREVIEW

Sets
PREVIEW

November 2024
Virtual Machine Scale Sets

Custom metrics for rolling upgrades enables you to utilize the application health extension to emit custom

metrics to your Virtual Machine Scale Set. These custom metrics can be used to tell the scale set the order in
which virtual machines should be updated when a rolling upgrade is triggered. The custom metrics can also
inform your scale set when an upgrade should be skipped on a specific instance. This allows you to have
more control over the ordering and the update process itself.

Custom metrics can be used in combination with other rolling upgrade functionality such as automatic OS

upgrades, automatic extension upgrades and MaxSurge rolling upgrades.

Learn more.

Public
Preview

Update page : Virtual Machine Scale Sets ®O—Y>4J7vIL —ROAHRA LX)
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https://github.com/Azure-Samples/application-health-samples
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Public Preview: Resilient create and delete on Virtual Machine Scale Sets HE N PREVIEW
PREVIEW
Virtual Machine Scale Sets November 2024

We're excited to announce our new feature that increases virtual machine create and delete success in your
scale sets. Resilient create and delete initiates auto-recovery from failed create and deletes by performing
retries of those operations on your behalf — ultimately reducing the manual effort required to detect and
clean up unused resources. These errors are rare, but our mechanism is built for customers who are deploying
or deleting large volumes of Scale Sets or virtual machines.

Key Benefits

o Fast detection of failed virtual machine operations due to control plane errors

© Fast and reliable initiation of the recovery process after an unhealthy virtual machine is detected

© Increased orchestration of recovery by performing multiple retries of create and delete operations
o Reliable initiation of cleaning up unusable capacity

Learn more.,

Update page : VMSS TO[EHE N DéHd{ERLE HI R

Public
Preview
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Generally Available: VMSS Zonal Expansion B EE LAUNCHED
GENERAL AVAILABILITY .
Virtual Machine Scale Sets November 2024

We are pleased to announce that the Azure VIVISS Zonal Expansion feature is now generally available. This

significant enhancement allows customers to transition their virtual machine scale sets from a regional to
zonal resiliency strategy or add additional zones to a scale set. By distributing VMs across multiple zones,
customers can significantly enhance their business continuity and resilience, achieving a higher availability
Service Level Agreement (SLA) of 99.99% compared to the previous 99.95%.

The Azure VMSS Zonal Expansion feature simplifies the migration process, enabling customers to update
their scale set environment to the Azure recommended zone-redundant availability strategy without the need
to delete and recreate instances or experience application downtime. This means that businesses can now
take full advantage of the improved availability and reliability offered by Azure availability zones, ensuring
their applications remain highly available and resilient to potential disruptions.

Generally

For more information, visit the docs.

Available

Update page : VMSS V—>145
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https://learn.microsoft.com/ja-jp/azure/confidential-computing/confidential-vm-overview
https://learn.microsoft.com/ja-jp/azure/azure-compute-fleet/multi-region-compute-fleet
https://learn.microsoft.com/ja-jp/azure/azure-compute-fleet/attribute-based-vm-selection
https://learn.microsoft.com/ja-jp/windows-server/get-started/whats-new-windows-server-2025
https://learn.microsoft.com/ja-jp/azure/virtual-machine-scale-sets/spot-placement-score?tabs=portal
https://learn.microsoft.com/ja-jp/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-upgrade-policy
https://learn.microsoft.com/ja-jp/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-maxsurge?tabs=portal
https://learn.microsoft.com/ja-jp/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-rolling-upgrade-custom-metrics?tabs=azure-cli%2Cbash
https://learn.microsoft.com/ja-jp/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-rolling-upgrade-custom-metrics?tabs=azure-cli%2Cbash
https://learn.microsoft.com/ja-jp/azure/virtual-machine-scale-sets/resilient-vm-create-delete?tabs=portal-1
https://learn.microsoft.com/ja-jp/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-use-availability-zones?tabs=portal-2
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