JEEP LEARNING | Mechanistic Interpretability for Al Safety: A Review

IDL Papersl]

Presenter: Yoshimasa Tawatsuji, Matsuo-lwasawa Lab




= Er AT

* Mechanistic Interpretability for Al Safety: A Review

— Z& : Leonard Bereska, Efstratios Gavves

— FRfE : University of Amsterdam

- HIE
~ AIOWNEMBEZAFIAL . TEMDMEDRERE M ZMHR T DIHICEER [ Hwy
smAVERFRETEEME ] ZHIE. — 1 — SRy RO —ONZEZUIETEA L X A
e NEID R R g/ 2 (CERAT L. SFHIN DRIRMIRIEREZ HI5 9,
- KX Tl AIZEEICHBITDCDOFEDEE. SFEZRABL. KNI ME
% (C DU T




® Introduction

® Interpretability Paradigms from the Outside In
® Core Concepts And Assumptions

Defining Features as Representational
Primitives

Nature of Features: From Monosemantic
Neurons to Non-Linear Representations

Circuits as Computational Primitives and Motifs
as Universal Circuit Patterns

Emergence of World Models and Simulated
Agents

® Core Methods

Taxonomy of Mechanistic Interpretability
Methods

Observation
Intervention
®  Active Patching

®  Causal Abstraction
®  Hypothesis Testing

Integrating Observation and Intervention

Current Research

Intrinsic Interpretability

Developmental Interpretability

Post-Hoc Interpretability

Automation: Scaling Post-Hoc Interpretability

Relevance to Al Safety
Challenges

Research Issues
Technical Limitations

Future Directions

Clarifying Concepts
Setting Standards
Scaling Techniques
Expanding Scope



Introduction
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Interpretability Paradigms from the Outside In
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Core Concepts And Assumptions

» Defining Features as Representational Primitives

 Nature of Features: From Monosemantic Neurons to Non-Linear
Representations

« Circuits as Computational Primitives and Motifs as Universal Circuit
Patterns

 Emergence of World Models and Simulated Agents



Defining Features as Representational Primitives
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Nature of Features: From Monosemantic Neurons to Non-Linear Representations
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Nature of Features: From Monosemantic Neurons to Non-Linear Representations
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Nature of Features: From Monosemantic Neurons to Non-Linear Representations
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Circuits as Computational Primitives and
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Circuits as Computational Primitives and Motifs as Universal Circuit Patterns
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Emergence of World Models and Simulated Agents
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Core Methods

« Taxonomy of Mechanistic Interpretability Methods
* Observation

* Intervention
— Active Patching
— Causal Abstraction
— Hypothesis Testing

* Integrating Observation and Intervention

Observation E
Structured Loait Lens Sparse Activation Attribution Causal
Probes 9 Autoencoder Patching Patching Scrubbing
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Taxonomy of Mechanistic Interpretability Methods

Table 1: Taxonomy of Mechanistic Interpretability Methods

Method Causal Nature Phase Locality Comprehensiveness Key Examples
Feature Visualization Observation Post-hoc Local Partial Zeiler & Fergus (2014)
Zimmermann et al. (2021)
Exemplar methods Observation Post-hoc Local Partial Grosse et al. (2023)
Garde et al. (2 )23)
Probing Techniques Observation Post-hoc Both Both McGrath et al. (2022)
Gurnee et al. (2(]23)
Structured Probes Observation Post-hoc Both Both Burns et al. (2023)
Logit Lens Variants Observation Post-hoc Global Partial nostalgebraist (2020)
Belrose et al. (2023)
Sparse Autoencoders — Observation Post-hoc Both Comprehensive Cunningham et al. (2024)
Bricken et al. (2023)
Activation Patching Intervention Post-hoc Local Partial Meng et al. (2022a)
Wang et al. (2023)
Path Patching Intervention Post-hoc Both Both Goldowsky-Dill et al. ( )
Causal Abstraction Intervention Post-hoc Global Comprehensive Geiger et al. (2023a)
Geiger et al. (2023b)
Wu et al. (2023a)
Hypothesis Testing Intervention Post-hoc Global Comprehensive Chan et al. (2022)
Jenner et al. (2023)
Intrinsic Methods - Pre/During  Global Comprehensive Elhage et al. (2022a)
Liu et al. (2023a)
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Observation / Innervation
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Integrating Observation and Intervention
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Current Research

 |Intrinsic Interpretability

« Developmental Interpretability

» Post-Hoc Interpretability

« Automation: Scaling Post-Hoc Interpretability

developmental

post-hoc
during training

after training

sparsity predictive

modularity tractable

comprehensive

disentanglement unifying theory
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Intrinsic Interpretability
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Developmental Interpretability
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Post-Hoc Interpretability
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Automation: Scaling Post-Hoc Interpretability
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Relevance to Al Safety
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How could interpretability promote Al safety?
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How could interpretability promote Al safety?
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How could mechanistic insight be harmful?
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Challenges: Research Issues
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Challenges: Technical Limitations
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Future Directions

Prioritize robustness

- - Corroborate or refute .
Clanf N : over capability
y g core assumptions T -
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~ literature and benchmarks, and
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Automation
_ techniques
scallng Up Coverage and
complexity
a Universality and
overarching theories

= Vision, multimodal,
Expanding
SCeope

@ During and before
training

29




Future Directions Clarifying Concepts / Setting Standards
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Future Directions Scaling Up / Expanding Scope
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