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Compose - Query

25°

HTTP ]

» HTTP

() coFrrarreEET

> ago(30d) and isnotempty(AccountUpn)¥n| summarize
arg_max(Timestamp, *) by AccountObjectId¥n| project
AccountUpn, AccountDisplayName, Manager¥n| as All¥n| join
kind=leftouter (ALL) on

$left.Manager==$right. AccountDisplayName¥n| project

INFA—BZ— F’E Codeview 158k
Body
{
"Query”: "let Managers = IdentityInfo¥n| where TimeGenerated

AccountUpn, AccountDisplayName, ManagerUpn=AccountUpn1, ManagerDisplayName=Acci

where TimeGenerated > ago(1d)¥n| where RawEventData.RecordType v
< >
RTLBEEPT
Hh FMILHORTE >
Body
"results”: [ a

{
"Timestamp™: "2024-12-11T11:37:29Z",
"AccountUpn”: "snarita@nextread. co. jp”,
"AccountDisplayName™: "Sho Narita”,
"ManagerUpn”: "tarot@nextread.co. jp”,
"ManagerDisplayName”: "Taro Tanaka”,
"Objectld”: "D:¥¥test2. txt”,

»

"DeviceName”: "snarita-sl4”,
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CloudAppEvents 0365 T MDA (C#E#EUTe SaaS 0757 1E5+¢ 07, MDE TEIE2NZT/\1 XD USB EHULOTEEEFN 3.
IdentityInfo AD *° Entra ID O1—-Y—(CB§9%18kRk. LB (manager B%) DIBIHREEFND.

/N Query

1 let Managers = IdentityInfo

2 | where TimeGenerated > ago(30d) and isnotempty(AccountUpn)

3 | summarize arg _max(Timestamp,*) by AccountObjectId

4 | project AccountUpn,AccountDisplayName,Manager

5 | as All

6 | join kind=leftouter (All) on $left.Manager==%right.AccountDisplayName

7 | project AccountUpn,AccountDisplayName,ManagerUpn=AccountUpnl,ManagerDisplayName=AccountDisplayNamel;

8 CloudAppEvents

9 | where TimeGenerated > ago(1d)

10 | where RawEventData.RecordType == 63 and ActionType in ("FileCreatedOnRemovableMedia™,"FileCopiedToRemovableMedia™)

11 | extend UserTd=tostring(RawFventData.UserId),0ObjectTd=RawFventData.Objectld,DeviceName=RawFventData.DeviceName,RemovableMedia=RawFventData.RemovableMediaDeviceAttributes
12 | extend RMManufacturer=RemovableMedia.Manufacturer,RMModel=RemovableMedia.Model,RMSerialNumber=RemovableMedia.SerialNumber
13 | join kind=leftouter (Managers) on $left.UserId==$right.AccountUpn

14 | project Timestamp,AccountUpn,AccountDisplayName,ManagerUpn,ManagerDisplayName,ObjectId,DeviceName,RMManufacturer,RMModel

Getting started Results Query history

¥ Export ™ 2items | O Search @ 00:01.809 mmm Low © L Charttype ~ [MF ./ Full screen
Filters: 5z Add filter

D Timestamp AccountUpn AccountDisplayMame ManagerUpn ManagerDisplayName Objectld DeviceName T RMManufacturer RMModel

[] 7 Dec11,2024837:29 PM snarita@nextread.co.jp Sho Narita tarot@nextread.co.jp Taro Tanaka Di\test2.txt L snarita-sl4 BUFFALO USB Flash Disk

(] > Dec11,2024837:26 PM snarita@nextread.co.jp Sho Narita tarot@nextread.co.jp Taro Tanaka D:test1.txt 1 snarita-sl4 BUFFALO USB Flash Disk
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EmailAttachmentInfo  X—I)LORAII7AIWDIEHR T71IINE&. TPANIAT BA X J\WwS 1REDIEREZSD .

/N Query

1 let lookback = 1d;

2 EmailEvents

3 | where TimeGenerated > ago(3@d) and EmailDirection=='Outbound’ and DeliveryAction=='Delivered’
4 | extend RecipientDomain = tostring(split(RecipientEmailAddress, '@"')[1])

5 | as All

6 | where TimeGenerated > ago(lookback)

7 | distinct RecipientDomain

8 | join kind=leftanti (

9 All
10 | where TimeGenerated < ago(lookback)
11 | distinct RecipientDomain
12 ) on RecipientDomain
13 | join kind=inner (A11) on RecipientDomain
14 | project Timestamp,NetworkMessageld,SenderFromAddress,RecipientEmailAddress,Subject

Getting started Results Query history

¥ Export

Filters: 7 Add filter

|:| Timestamp NetworkMessageld SenderFromAddress RecipientEmailAddress Subject

[] > Dec2 2024 3:465.. c88fc18e-1459-48f8-eba2-08dd129d1a0a snarita@nextread.co.jp dummy@dummy.com RE: Question about the continuation of...
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DeviceTvmSoftwareVulnerabilitieskB CVE X7, BB2/E. e8I DA, Exploit ARBMREDIBHRZE .

. Query

1 DeviceTvmSoftwareVulnerabilities

| project DeviceName,0SPlatform,SoftwareVendor,SoftwareName,SoftwareVersion,Cveld
| join kind=leftouter (

DeviceTvmSoftwareVulnerabilitieskB

) on Cveld

| where IsExploitAvailable == true

2
3
4
5 | project Cveld,CvssScore,IsExploitAvailable,VulnerabilityDescription
6
7
8

| project-away Cveldl

Getting started Results

v Export

Filters: <7 Add filter
[] DeviceName
[] » £ snarita-si4
[] > L& snarita-si4

[] ”» £ snarita-si4

Query history

OSPlatform

Windows11
Windows11

Windows11

SoftwareVendor

microsoft
microsoft

7-zZip

SoftwareName

teams
teams

7-zip

SoftwareVersion

1.5.0.8070

1.5.0.8070

19.0.0.0

3 items p Search

Cveld

CVE-2023-5217

CVE-2023-4863

CVE-2022-29072

CvssScore

8.8

8.8

7.8

®

@ 00:00.240 m Low

IsExploitAvailable

~* Charttype ~ [OF 7 Full screen

VulnerabilityDescription

Summary: A heap buffer over...
Summary: The vulnerability is ...

Summary: 7-Zip through 21.0...
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