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using UnrealBuildTool;

using System.lO; OpenSSL : ERA A
_ . Json&JsonUltilities : INTDYERL &APIND T U £ X [Z{EF
?ubllc class GoogleCloudAPI : ModuleRules HTTP : b—%2 VDB - APINDT V7 X (S EITFERA)

public GoogleCloudAPI(ReadOnlyTargetRules Target) : base(Target)
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1 |
| PCHUsage = PCHUsageMode.UseExplicitOrSharedPCHSs; N
1

|

1

|

1

|

1

PublicDependencyModuleNames.AddRange(new string[] { "Core", "CoreUObject", "Engine", "InputCore", "OpenSSL", "Json", "JsonUtilities", "HTTP" });

PrivateDependencyModuleNames.AddRange(new string[] { });
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FString GoogleCloudOAuth::CreateJWTHeader (FString KeyID)

{ Ay HZDISON
TSharedPt r<FJsonObject> Header = MakeShareable (new FJsonObject) ;
Header->SetStringField ("alg", "RS256"); o )
Header—>SetStrin3Field("Lyg": "IWT") ; alg: 'RS256/,
Header->SetStringField ("kid", KeyID); typ " IWT,

'kid" Key ID

FString HeaderString;
TSharedRe f<TJsonWriter<>> Writer = TJsonWriterFactory<>: :Create (&HeaderString) ;
FJsonSerializer::Serialize (Header.ToSharedRef (), Writer);
return FBase64::Encode (HeaderString) ;

FString GoogleCloudOAuth::CreatedJWTPayload(FString Issuer, FString Scope, FString Audience)

{
FDateTime Now = FDateTime::UtcNow () ; R BA—FK®DISON
TSharedPtr<FJsonObject> Payload = MakeShareable (new FJsonObject); {
Payload->SetStringField ("iss", Issuer); . . = _ _ -
Payload->SetStringField ("scope", Scope); Iss" T2 T 4 T 1 ERAFH,
Payload->SetStringField ("aud", Audience):; 'scope’:
Payload->SetNumberField ("iat", Now.ToUnixTimestamp ()) ; BADKRMET IR b— ‘aud: =49 ORI L D2ESR,

(

Payload->SetNumberField ("exp", Now.ToUnixTimestamp () + 3600) ; 7’%@%%1\“%?;%\")(1 at: h—%4 UMNBIT NI,

'exp b—2 > OFEZAR

FString PayloadString;

TSharedRe f<TJsonWriter<>> Writer = TJsonWriterFactory<>: :Create (&PayloadString);
FJsonSerializer::Serialize (Payload.ToSharedRef (), Writer);

return FBase64::Encode (PayloadString) ;
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RSA* GoogleCloudOAuth: :LoadPrivateKeyFromString (const FStringé& PrivateKeyString)
¢ s #include <openssl/rsa.h>
R HUE 3%
BIO *bio;
RSA *rsa key = NULL;

#include <openssl/pem.h>

VB (PEMIEEL) O] SCFH % FEREEOUATIC B Cha 0SB 5
TArray<char> CharArray;
ConvertFStringToCharArray (PrivateKeyString.Replace (TEXT ("¥¥n"), TEXT("¥n")), CharArray);

7B BIO A7 V=7 bEAERK
bio = BIO new mem buf ((void *)CharArray.GetData(), -1);
if (bio == NULL) ({
return NULL;

t 228 7, 3% Fo
S [y VAY 8
rsa_key = PEM read bio RSAPrivateKey (bio, NULL, NULL, NULL);
if (rsa key == NULL) {
UE LOG (LogTemp, Error, TEXT("Failed to read private key PEM read bio RSAPrivateKey Failed"));

BIO Z AKX
BIO free (bio);

return rsa_ key;
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FString GoogleCloudOAuth::CreatedJWTSignature (const FStringé& Header, const FString& Payload, RSA* PrivateKey)
{
~y H - XA 1 — ROEFESCFEGND A v E—UfF
FString Message = Header + "." + Payload;
TArray<uint8> MessageBytes;
MessageBytes.Append((uint8*) TCHAR TO UTF8 (*Message), Message.Len()) ;

' . A S 5%
Ay t—3 )SHA-256/ >y U = ,;J\‘,,/,

uint8 Dlgest[SHA256 DIGEST LENGTH];
SHA256 (MessageBytes.GetData (), MessageBytes.Num(), Digest);

255 /;“u

uint8 Signature[256]; SA 2048 bit DEL YA R
unsigned int Signaturelen;
if (!RSA sign (NID sha256, Digest, SHA256 DIGEST LENGTH, Signature, &Signaturelen, PrivateKey))
{
UE_LOG (LogTemp, Error, TEXT("Failed to sign the message"));
return "";

v DT a— AR Z

return FBase64::Encode (Signature, Signaturelen) ;
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FString GoogleCloudOAuth::CreateJWT Token ()
{
Ny B e N a— ROVERE
FString Header = CreatedJWTHeader (this->KeyID) ;

FString Payload = CreatedWTPayload(this->Issuer, this->Scope, this->Audience);

RSAFEDVERL
RSA* PrivateKey = LoadPrivateKeyFromString (this->PrivateKeyString);

BEDAERTF = v 7
if (!PrivateKey)
{
UE LOG (LogTemp, Error, TEXT("Failed to load private key"));

ww o,

return

B4 DI
FString Signature = CreatedWTSignature (Header, Payload, PrivateKey);
RSA free (PrivateKey) ;
e C &S LawTEksE T
return Header + "." + Payload + "." + Signature; jtrJﬂ
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“grant_type”: “urn:ietf:params:oauth:grant-type:jwt-bearer”,
“assertion”: IWT
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https://oauth2.googleapis.com/token
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ImageUtility::ConvertRenderTargetToBase64 (UTextureRenderTarget2D* RenderTarget, FString& OutBase64String)
if (!RenderTarget){ return; }

FTextureRenderTargetResource* RenderTargetResource = RenderTarget->GameThread GetRenderTargetResource();
FReadSurfaceDataFlags ReadSurfaceDataFlags;
ReadSurfaceDataFlags.SetLinear ToGamma (fa

ReadSurfaceDataFlags.SetOutput Stencil (

TArray<FColor> OutBMP;

RenderTargetResource->ReadPixel s (OutBMP, ReadSurfaceDataFlags);

IImageWrapperModule& ImageWrapperModule = FModuleManager: :LoadModul eChecked<IImageWrapperModule> (FName ("Ime
TSharedPt r<IImageWrapper> ImageWrapper = ImageWrapperModule.CreateImageWrapper (EImageFormat: :PNG) ;

int32 Width = RenderTarget->GetSurfaceWidth () ;
int32 Height = RenderTarget->GetSurfaceHeight();

if (ImageWrapper.IsValid() && ImageWrapper—>SetRaw(OutBMP.GetData (), OutBMP.Num() * sizeof (FColor), Width, Height, ERGBFormat::BGRA, 8))
{
)

PNGT —# ZH US4 %

st TArray64<uint8>& PNGData = ImageWrapper->GetCompressed () ;

TArray<uint8> PNGDataCopy;
PNGDataCopy.Append (PNGData.GetData (), PNGData.Num()) ;

Bas V= ~
FString Base64String "Ba : :Encode (PNGDataCopy) ;
OutBase64String = Base64String;
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