EXe/S),
2025.02.12



Identity Migration Service (IMS)

AV TVIA AD BIDFEITT ADMT BMEDNTEH, ZNEKIBICIERT D IMS BMUU-2&sh3 (BN EEIND) .

[ADMT D#iIFE])

. YR-MEINTEY, tX1UTA LOBENHS ) e “

e MEBEDAI-THAYTL AD DM 1AFRNG2 A lC?f)‘U_Cj‘Dﬁh‘*EglUU—ZZ;TLTC?U\
Learn Uﬁ‘liﬁig)%jﬁ%g;{/ll_\l_f .

[IMS D) ] Lpita Connect CORRIALRS |

C - AL, CRIUT DIV TIATY AN EEENEH LYY 1-T Y LSl e

« AYTLIA AD EIFTHL Entra ID Y R-k MIIS/FIM/ILM/MIM D38 ?

[IMS W't & 9 51 AE
- ADMS (Active Directory Migration Service) : AD QAT I b 84T
- ADSS (Active Directory Synchronization Service)
« ADDS for on-premises AD Synchronization : #%% AD 554"y AD [Z[EI#H
« TSYNC (Tenant-to-Tenant Synchronization) : 77+ MHEIOE—O GAL Z1ER
- ADGMS (Active Directory Group Modification Service) : RIERTI-TZI5UF J)—-F(CZEi#E

https://techcommunity.microsoft.com/blog/microsoft-security-blog/why-identity-migration-service-ims-is-the-future-of-migration/4370335
https://techcommunity.microsoft.com/blog/microsoft-security-blog/exploring-the-use-cases-of-adxs-services/4373299
https://techcommunity.microsoft.com/blog/microsoft-security-blog/ims-project-success-story/4374844
https://techcommunity.microsoft.com/blog/microsoft-security-blog/whats-in-a-name/4371519
https://www.youtube.com/watch?v=wq4W6ZKfw4U
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AD to AD
Migration

Sync multiple
ADs into one
target AD
domain,
maintaining user
and group SID
history. Ensure
continuous sync
of users and
groups with
unidirectional
password sync.
The target AD is
ready for cloud
integration.

T — ‘

®eogee®

AD to Entra ID
Migration

Complex many-
domain or multi-
tenant scenarios
supported

4 — 4

EntralD to Entra ID

Sync

Sync and
provision users
and contacts
between Entra ID
tenants for
collaboration, and
provision guest
accounts for Entra
B2B to share
resources.
Operates
indefinitely
without on-
premises
connectivity

e

group group
Group
Modernization

Convert on-
premises
distribution groups
synced to Entra ID
via Entra ID
Connectinto
cloud-only groups
manageable in
Office 365

ul
~

Enabling Gal
Generation

Email users, mail-
enabled
accounts, and
contacts,
including
distribution lists
as contacts, are
supported in
complex many-
domain or multi-
tenant scenarios




Unified Device Timeline Experience in Microsoft SIEM + XDR

BROEXIUTAF-LIF. EEOY-IL P FbSNE=T - DIRIEOEMSICEY., RELEBICEELTVWET,, Microsoft
Sentinel & Defender XDR DA A LTA4Y TIARV IV AZHETEE T ROZEEBIELET,

RAEOERIL: T/NMADTS5-h BB BLUORYII-J2EETNAR TITAET1OF—SNizE1-ZREHLET
MEOMEL: 54 DTS5V IA-LETIVEZZHENGLLY, JYRRGEBRENATREICAVEY

CDA1ZYT7FT L. Microsoft Sentinel % Defender XDR =7 LIS L. 7-770-25 L. X1V T1O R%x M LS55k
4 SIEM + XDR 99 IA-LEVERRT B EL\D Microsoft DEXWIEAICEFREELRNMIVA M-V TY,

<TFAVTAF-LOELH] = >
A 7-70-: Sentinel & Defender XDR "o IARTDTNAA P ITAETAIZ 1 DDIALIAITTIZATEZXT

SFENBRAYYAE: ROy TSNS 74y 7070y TSN 857190 5.E, E%E? YhTI=T 7 IT1ET1%& R BRLLET
A-H-TIJARYIVADMEL: Ibiza R—FIICTHEENTEIEHEL, Sentinel T-9%&2Y-LLAICHEELET

https://techcommunity.microsoft.com/blog/microsoftsentinelblog/introducing -the-unified-device-timeline-experience-in-microsoft-siem--xdr/4372047



Microsoft Azure (Preview)

Home > Microsoft Sentinel | Entity behavior >

SQL2022CRM

Selected workspace: 'CyberSecuritySoc!

27 Guides & Feedback (0 Last 24 hours ™
-

B sqr2022crm

DMS MName
Identity @
Q5 Type Q5 Version
Windows 10,0

MetBios Name
SQL2022CRM

Is Domain Jeined

Public IP Addresses Private |P Addresses
- 1722724

Heartbeat (Last 30 days)

Latest Heartbeat
23/07/2024, 20:14:31

Earliest Heartbeat
2470472024, 20:16:22

Entity link
https://ms.portal.azure.com/#asset/Microsoft_Azu

Investigate | Run playbook

2 Search resources, services, and docs (G+/)

&

shavivi@microsoft.com

T Copilot
MICROSOFT {(MICROSOFT.OMMI...

Alerts, events and anomalies over time

8K — — re0
Bk 45
i
4K ~30
2K~ 15
0- =0
Jul 22 Jul 23
SecurityAlert Anomalies SecurityEvent
1.3K 10 79K
Entity timeline
2 Search Timeline content : Al < Tactics : All X S Add filter
v
AR INRaUnd” CONNECTION Was made Trom “1E37,33, 04 150 10 71 L4047 Via porm “Jand°
-0 ' Jul 23 A network connection is made to/from the device
) 19:37:55 An 'Inbound’ connection was made from "119.201.140.193" to "172.27.2.4' via port ‘3389
Jul23 4% A network connection is made to/from the device
19:35:27 An 'Outbound’ connection was made from "172.27.2.4° to '20.72.205.209" via port 443

P

[



Microsoft Defender

= L1 page name > L2 page name > L3 page name X

2

=1 cont-jonathan.walcott Timeline settings

mEm High @ Active

)
-

Stream events from Microsoft Sentinel queries

@ o~

This may increase the loading time up to a few minutes, depending on the

=

Overview Incident & Alerts Timeline Observed in Org Security recommendations Discovered vulnerabilities

fi2

complexity of your queries

2

030 00 1002 03 /16 w2
) | ¢
FO ¥ Export M Search 2342
I B :J Event time | Event Tags User Entities
Load newe

@

O] Nov 4, 2019 05:05:45 AM =§% Suspicious process data exfiltration +4 more K cont-jonathanwolcot S service
K T A s . . - ~

_J Nov 4, 2019 05:05:45 AM =% Suspicious process data exfiltration +4 more > cont-jonathan wolcot & sorvice
@ = 2 o

_—_] Nov 4, 2019 05:05:45 AM =% Suspicious process data exfiltration +4 more R cont-jonathanwolcot & service
~
> n P

:] Nov 4, 2019 05:05:45 AM = Suspicious process data exfiltration +4 more R cont-jonathan wolcot £} service
&

D Nov 4, 2019 05:05:45 AM MsSense.exe established connection with 25.7.28.164:.80 2 cont-jonathan woicot “ service

©
O
X

Nov 4, 2019 05:05:45 AM 23 Process Unknown process executed via 3 WM call 3 Powers

cont-jonathan wolcot

Q ( ] Nov 4, 2019 05:05:45 AM 3 Process Unknown process executed via a WM call S cont-jonathan wolkot S Powers
L_(‘) u Nov 4, 2019 05:05:45 AM [ PowershellLexe ran powershell command: : ‘Restart-Computer £ cont-jonathan woicot @ Powers
[_‘6 [____] Nov 4, 2019 05:05:45 AM Event of type [AmsScriptContentScan] observed on device S cont-jonathan woicot :_34 Powess

I’_] Nov 4, 2019 05:05:45 AM Event of type [AmsiScriptContentScan] observed on device = cont-jonathanwolkcot 'v;'tf Powers

S

Apply Cancel
O Nov 4, 2019 05:05:45 AM Event of type [AmsiScriptContentScan] observed on device 2 cont-jonathan wolcot &3 Powers -



Zero Trust Deployment Essentials for Digital Security

PORSANMITFIVTAEER T, CNIFREPY-ELATIELEL RO—EDTF1VT1RAZXRABLUOEET D07 SO-F I,
PORIAME. Z0FZELT. ROIDDELRRAICEIDVTCERINTWET,

1.18E%7]1R¢ 9% (Assume Breach / Assume Compromise)
HoBZED (ID. XRYET=T, TIRAR, 7TV AVITITHE) HNBEIN, ZNHKINT 2 AIEEMENH 2 L ZRIIRICIIRZFE LS,

2. ATRMIICAREET 5 (Verify Explicitly)
INTOEBPEXIUTA(CEA T 2¥IMT(E. FIARIBEGINTOER P T VAN ZE(CARFE (AR AEL . WEE [CLEI N ELERIEZRLS,

3. RNVFHIET VL A% EAT3 (Use Least Privileged Access)
WEFREBBEEDT I A%ER/NRICHIBR L. Just-In-Time (JIT) /Just-Enough-Access (JEA) PURIN-ZADikY -
GEICE T 7 ARELRE) Z/EALTHIET 3,

https://techcommunity.microsoft.com/blog/microsoft-security-blog/microsoft-security-in-action-zero-trust-deployment-essentials-for-digital-securi/4372698
https://learn.microsoft.com/en-us/security/zero-trust/zero-trust-overview



Zero Trust

architecture

Strong
authentication

i
]
]
i
Human . Compliance Manager i :, Microsoft Priva
l Non-human ! E |
o : ¥ i
4% Microsoft Entra ID i i =
ID Protection . . Zero Trust Policies Network i Ny @t -
L ___ eques __ . __' aptve o ad _
Workload ID r Q enhancement " | Ealuation . Public i Access g .
-0 i Microsoft Entra — 5 l i L On-premises
@J Entra ID Governance i Enforcement Conditional Access Traffic filtering Private :
I a & segmentation ' ' () GitHub Advanced Security
. ! 1 i (as available) / .
. Defender for Identity | ! i '\ Azure Networking @90
i ! i ) efender for Cloud Apps
< | | | ) Entra Internet Access T "
! i | U Entra Private Access 1 !
i i i : Defender for
| | q; ! APIs (preview) Infrastructure
_____ Device Risk H i S |
Corporate compliance assessment ! i & erverless
1 1 . . | __
l Personal I ! ; : FE:LCJ::]:I:EF & Containers
i i g laaS
Intune i Threat Protection W Microsoft Entra 1 Paas
Device Management i Continuous Assessment <+---- ‘(7-‘ e Permissions Management ' | ¢ | Lioa sites
. Defender for Endpoint Threat Intelligence & Defender for Cloud
Endpoint Detection and Forensics A
Response (EDR) Response Automation *---- ’(7‘\ """""""""""""""""""""""""""""""""""""""""""""""
Ve @ Microsoft Sentinel
/-\ Telemetry/analytics/assessment . ) )
. Mlcrosoft Defender = Security Information and Event
. Management (SIEM)
3_9 JIT & Version Control = Security Orchestration, Automation,
Defender for Endpoint Defender for Office 365 Defender for Identity Defender for Cloud Apps Defender for Cloud and Response (SOAR)

Governance

Compliance

Security Posture Assessment

Productivity Optimization

" J

& Microsoft Defender for Cloud

Secure Score

cl

label,
encrypt L

a" Microsoft Security

@
assify,

Emails & documents -

Structured data J

. Defender for Office 365

€y Microsoft Purview
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