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EXTENSIONS: MARKETPLACE [0 eec ® app.py ® test_app.py B Extension: AmazonQ X  ® test_deploy.py 2@ test_config.py

Amazon Q =Y
Amazon Q v

Amazon Q .
@ e Amazon Web Services # amazon.com & 521,146 i (19)

& Amazon Web Services O & The most capable generative Al-powered assistant for building, operating, and transforming software, with advanced c
AWS CLI Configure < 233k % 5 Uninstall [V ./ Auto Update 423
Quickly access the AWS CLI confi... — o . . }
X (i) This extension is enabled in the Remote Extension Host because it prefers to run there. Leam More
Mark Tucker Install
ChatGPT GPT-4o -... & 731K % 45 DETAILS ~ FEATURES  CHANGELOG
. op-rated Al code assistant supp...
# Bito Install

Try Amazon Q [Fréeier] Follow [@aws] @ Youtube [190M| Installs [521K]

ApexSQL Database... < 51K % 35
MySQL and MariaDE developmen...

ApexSOL by Quest Install Agent Ca pa bilities

Alexa Skills Kit (ASK) ... @6k % 5
@ Quickly a cLl confia... Implement new features
Mark Tucker Install

ss the AS

/dev to task Amazon Q with generating new code across your entire project and implement features.
m o+ Step Functions Preview < 1k %5
e ® ¥ Preview for AWS Step Functions Generate documentation
4 & ok Install
Jdocs to task Amazon Q with writing AP, technical design, and onboarding documentation.
Explain PostgreSQL @ 1K kS

Analyzes EXPLAIN plan from Pos Automate code reviews
Tensor Company Ltd Install
freview to ask Amazon Q to perform code reviews, flagging suspicious code patterns and assessing deployment risk.
ez Dark Green Junglet... < 10k % s
| a2 Relay me with dark arean -
ﬁ a Relax theme with dark green ju... Generate unit tests
= moondevaa Install
/test to ask Amazon Q to generate unit tests and add them to your project, helping you improve code quality, fast.
= Amazon EMR Toolkit B 4K g your proj ping y P quality, ”
The sion for developers buil...
C%f: Her pers bul Transform workloads

Amazon EMR Install
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Q-Test X
download_s3
upload_s3
_ init
load
main_loop_sort

yaml

Please see the unit tests
generated below. Click
“View diff” to review the
changes in the code editor.

READY FOR
REVIEW file(s)

v B image-lighter-fargate

v [ tests

/test

2=y b RAMER
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from app import download_s3

from app import download_train_data

from app import main, SchemaValidationError
from app import main, SchemaValidationError, Config
from app import save_ flow_json

from app import save_model

from app import save_template

from app import upload s3

from app import upload train_data

from botocore.exceptions import ClientError
from deepmerge import always_merger

from moto import mock s3

from unittest.mock import patch

from unittest.mock import patch, MagicMock
import boto3

import os

import pytest

import shutil

import tempfile

import yaml

o

class TestApp:
@pytest.fixture
def mock_env(self):
with patch.dict(os.environ, {'S3_BUCKET_RESULT': "test-bucket'}):

yield

@pytest.fixture
def mock_s3 client(self):

with PaF;h('an.F?tDB.c;iert') ?s mock_client:
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> CODE ISSUES Qanat Unive R
~ CHAT
Q-Dc + R
Okay, I'm creating a
README for your project.
This may take a few
minutes.

Scanning source files
Summarizing source files

Generating
documentation

Documents ready 1
v B Documentation

[ README.md

I've created a README for
your code. You can accept
the changes to your files, or
describe any additional
changes you'd like me to
make.

npm install

/doc
XA A PERK

#jawsug #jawsugyokohama

READMEmd « READMEmd X p0 T 4 9 m

1

QU Image Lighter is a serverless application that provides a comprehensive pipeline for
image processing and machine learning tasks. It leverages AWS services to handle image
uploads, training, deployment, and inference.

The project combines serverless functions, ECS tasks, and Step Functions to create a
robust and scalable solution for image processing and machine learning workflows. It
includes features such as file upload, model training, deployment, and logging.

: Contains Lambda function handlers
: Deployment function
ghter.py™ : Main image processing function
: Logging function
“: Authorization function
": File upload function
-lighter/” : Core application code
: Main application logic
_py": Training script
: Unit tests for the application
hines/”: Step Functions state machine definition
: Infrastructure as Code for AWS resources
: Unit tests for Lambda functions

“function

s.yml": Serverless Framework configuration
": Node.js package configuration

Prerequisites:
Node.js 14.x or later
Python 3.8

- AWS CLI configured with appropriate credentials
Serverless Framework CLI

To install the project dependencies:

bash

npm i

« UERIYMADTPAILEREL.READMEEEVTNET
« 7OaYz2h3-FATVzIk I-FR-RAADKGFRGZREINT
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AMAZON Q % test app.py ® test log.py % image-lighter.py L % app.py (3 Code Issue Details X
~ CODE ISSUES = functions > % image-lighter.py
Ny T SR CWE-77,78,88 - OS command injection %
~ [H] High 9i if ‘output' in event: B e e E
CWE-77,78,88 - OS comman... "~ (&) -~ arguments securely. For more information. see CWE-77, CWE-78 and CWE-88
CWE-200 - Sensitive info... O 2 /2 - default_output_path = r *
CWE-200 - Sensitive informa Gen-— tix current_output_path = “output_dir: %s/%s\n’ % (ets_dir, event| output” [} Similar issue at line number 74.

CWE-200 - Sensitive information leak...

replace_conf_file(default_output_path, current_output_path, config, confi

CWE-732,266 - Loose file permissions... . Comman Weakness Detector library
CWE-732,266 - Loose file permissions... cmd = ["python”, "cli/train_batch.py”, "train_dir=/traindata”, "device=c . Enumeration (CWE) 0S command injection [A
CWE-200 - Sensitive information leak t... print(cmd) CWE-77 [, CWE-78 [@. CWE-88 2
CWE-200 - Sensitive information leak t... ret = subprocess.run(cmd, stdout=subprocess.PIPE, stderr=subprocess.PIPE,
CWE-200 - Sensitive information leak t... . . o .. .- File path
5 . Medium 12 dir_stat = os.stat{efs_dir + + event[ " input’]) functions/image-lighter.py [Ln 72]
uid = dir stat.st uid
> [ Low 15i

gid = dir_stat.st_gid

~ Wl Info 0issues chown_cmd = ["chown’,str(uid) + "+ str(gid), -R", efs_dir + /' + ever
subprocess.run{chown cmd, stdout=subprocess.PIPE, stderr=subprocess.PIPE, Suggested code fix preview
73 chown_cmd = ['chown’,str(uid) + '." + str(gid), ' -R", efs_dir + '/' + ever
uid = dir_stat.st_uid 6 uid = dir_stat.st_uid
gid = dir_stat.st_gid 7 gid = dir_stat.st_gid
chown_cmd = ['chown®,str(uid) + *.' + str(gid),'-R", efs_dir + /' + event['inp 1 71 chown_cmd = ["chown',str(uid) + ".' + str{gid), -R", efs_dir + '/' + event[ input']]
subprocess.run(chown_cmd, stdout=subprocess.PIPE, stderr=subprocess.PIPE, check] 72 subprocess.run([shlex.quote(arg) for arg in chown_cmd], stdout=subprocess.PIPE, stder
72 subprocess.run([shlex.quote(arg) for arg in chown_cmd], stdout=subprocess.PIPE, 73 chown_cmd = ["chown',str{uid) + ".* + str{gid), -R", efs_dir + '/' + event[ output']]
chown_cmd = ['chown’,str(uid) + '." + str(gld), -R’, efs_dir + '/" + event[ outp 74 subprocess.run([shlex.quote(arg) for arg in chown_cmd], stdout=subprocess.PIPE, stder
subprocess.run(chown_cmd, stdout=subprocess.PIPE, stderr=subprocess.PIPE, checkd] 75
subprocess.run([shlex.quote(arg) for arg in chown_cmd], stdout=subprocess.PIPE, 76 os.remove(config)
77 print{ret.returncode)
 CHAT os.remove(config)
print(ret.returncode)
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/review
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